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Zachy Hennessey

Inside the struggle to control employees'
AI use
The rise of Shadow AI pits corporate security against workplace reality.
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Cybersecurity is the tech industry’s longest-running game of cat-and-mouse: when new threats to data 
security arise, new controls are put into place to stop them, which in turn leads to the appearance of more 
sophisticated security threats, and so on. As organizations continue to adopt the use of AI, that classic 
push-and-pull security struggle has resurfaced again.

“Shadow AI” is the emerging term for the idea that employees are prone to defaulting to whatever AI tools 
are the most accessible and convenient (even at the expense of security or privacy). The use of these tools 
often stems from a desire to get more work done more quickly, but as you can imagine, that could lead to 
some data security issues.
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