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1 INTRODUCTION

Smartphone ownership is rapidly growing worldwide [58], quickly becoming the primary way people interact
with each other, their banks, shops, and health providers. At the same time, contemporary mobile applications
have access to highly sensitive information, such as users’ location, contacts, private messages, and browsing
information [30]. If the apps are malicious, they can transfer personal and confidential information to unauthorized
third parties, enabling adversaries to infer personal information [59], and cause inconvenience or even financial
and physical harm [40]. While smartphones pose new privacy and security risks to users, people’s awareness of
those risks is significantly low [8]. This is especially true for vulnerable populations, such as the elderly, children,
and minorities [62]. Specifically, while older adults, defined as people who are 50 or older [16], are the focus of
many mobile technologies that aim to help independent living and health for older adults [15], their ability to
control this technology is questionable [20, 22, 42].

Several studies have shown that older adults are more vulnerable to security and privacy threats than the
general population [36, 68]. [58] reported that 67% of older adults in the United States own a smartphone in 2018.
Meanwhile, 73% of older adults claimed that they need additional help to use smartphones as reported in [4].
While older adults cannot be addressed as a homogeneous population, aggregation of survey data shows that
privacy and security poses additional and difficult challenges to this particular population. Older adults perceive
security and privacy as important issues [67], but most of them feel that they have low self-efficacy in addressing
them [36]. Older adults generally exhibit lower levels of technical understanding in comparison with younger
adults [43]. The consequences of these challenges can be severe. Older adults have negative attitudes toward the
risks involved in using new technologies, and therefore they tend to underuse those technologies [13, 39, 41].
The growing importance of mobile technologies indicates that the population of older adults now suffers from
reduced access to social networking, commerce, and mobile health [25].

Crowdsourcing is one of the promising approaches that can help users manage their security and privacy. In
prior studies, various crowdsourcing mechanisms were proposed, e.g., to find minimal sets of permissions that
still preserve application usability for diverse users [24], to detect users’ expectations of sensitive resources that
applications use [33], and to enable expert users to make right permission granting decisions for inexperienced
users [46]. However, the proposed crowdsourcing mechanisms did not consider how willing individuals are
in disclosing their personal information. Past studies have indicated that privacy concerns are barriers to the
adoption of modern technologies for older adults [18, 41]. Additionally, past studies have also reported that older
adults have different cognitive and technical abilities as compared to younger adults [9, 14]. Hence, any approach
that tries to help older adults should take into account their privacy concerns, as well as cognitive and technical
abilities [62].

In this work, we propose a community-based approach to help older adults manage mobile security. We
look at the way close social contacts (e.g., family and friends) can be used to help older adults with security
management for mobile phones. The approach takes the privacy concerns, as well as cognitive and technical
abilities of older adults into account. Prior studies have shown that older adults prefer to receive help from their
social connections [16]. The main challenge in leveraging social connections is to reduce the obstacles due to the
physical distance. To demonstrate our vision, we have proposed AppMoD (Application Mediate-on-Demand), an
Android app that helps older adults tackle physical distance and make security and privacy decisions. AppMoD
enables collaboration between an advisee (an older adult) and and advisor (her social contact). Specifically, when
the advisee encounters a security and privacy anomaly on her phone, she can notify the designated advisor
via AppMoD; the advisor can either provide a suggestion or make the decision for the advisee. AppMoD is
implemented as a mobile app and installed on the mobile phones of both the advisee and the advisor.

To examine the effectiveness of our approach, we conducted three user studies and recruited 50 pairs of
participants that fall into two groups: (1) participants between the ages of 18 and 40 as advisors, and (2) participants
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above the age of 50 as advisees. In the user studies, we simulated security and privacy anomalies and sent
corresponding notifications to AppMoD that were installed on the phones of our advisee participants. The correct
responses to simulated anomalies were confirmed by security experts, serving as ground truth. To evaluate the
extent to which participants make correct decisions, we measure the response accuracy, which is the percentage
of correct responses among a set of responses.

We investigated three research questions in the user studies:
Study 1: we investigated whether delegation improves our older adult participants’ ability to make correct
security and privacy decisions. The delegation of security and privacy decisions is the process wherein the
advisees ask advisors to make decisions for them.
Study 2: we explored if crowdsourcing facilitates security and privacy decision making. We aggregated the
decisions made by the crowd in the first study, and fed to AppMoD in crowdsourcing mode. When encountering
a particular anomaly, the participants could consult those aggregate historic decisions.
Study 3: we looked into the learning effect in the process of delegating decisions. We refer to learning effect as
the phenomenon in which advisees acquire security-related knowledge in the process of delegating decisions;
the acquired knowledge helps them make correct decisions on similar anomalies. Note that while our studies are
heavily influenced by Android platform, we believe our results could generalize to other mobile platforms and
settings.

2 BACKGROUND AND RELATED WORK
2.1 Older Adults and Mobile Security

Older adults are adopting mobile technology at a rapid pace, from 35% in 2015 to 67% in 2018. Smartphones are
widespread among young adults for years, but older adults are catching up [58]. Nevertheless, older adults face
barriers to using and adopting new technologies. Approximately 34% of older adults users declare they have low
confidence in their ability to use electronic devices [4]. Moreover, they struggle more to handle smartphones
security threats than younger adults [13, 39], and they experience difficulties with managing privacy setting to
protect their personal information [20, 22, 41, 42, 67].

Having technology tailored and simplified allow use by older adults in ubiquitous and mobile computing
[15], but the approach could quickly become outdated as the technology moves on and does not adapt to fit
the learning capabilities of older adults. With the ongoing technological innovations, the need to constantly
learn and adapt to new user interfaces and risks is a constant frustration to the older adult population [20]. As
Damodaran et al. report based on a survey of 323 older adults [16]:

Although some of the frustrations and difficulties reported by participants in this study may be
reduced or avoided through improved design, given the diversity of skills and capabilities amongst
older people as well as the diversity and complexity of technology and the rapid rate of change and
development, there is likely to be an on-going need for learning and support. Older people report
wanting help and sympathetic support on demand and at point of need. All participants stated
that they valued timely support to solve technology related problems.

Older adults prefer to get support from close social environment, such as friends and families, in ongoing
engagement with technology [13, 16]. For example, in the case of mobile health, training and support were found
to be the strongest facilitators in mobile technology use [44]. A recent study has shown that family members of
older adults are willing to provide more help in mobile security and privacy to their related older adults than they
currently do [38]. However, the older adults and their social contacts that can provide help may not be located at
the same place. The physical distance could limit the ability to communicate the problem and the solution.
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2.2 Malicious App Behavior

One of the most pressing issues of mobile security and privacy is malicious app behavior [6, 21]. Defining the
mobile security and privacy problem as a way to separate malicious from benign behaviors allows us to detect
activities that do not comply with the expected pattern [5, 10], such as malicious advertising, compromising
personal data and malicious chargeback [57]. However, it can be a difficult task to identify in a precise and
automatic way whether an activity of an application is a threat or not. In many cases, the app behavior cannot be
classified as absolutely malicious and contains security or privacy threats in which the user may not be aware.
For example, applications may access sensitive information such as locations and send it for ambiguous purposes
[28]. In this case, the user should decide the legitimacy of the activity related to the application.

Smartphone platforms, such as Android or i0S, delegate privacy decisions directly to users, asking them to
grant or deny applications access to resources. However, users often neither read nor understand the permissions
[19, 29]. Prior studies investigate the users’ preference regarding their access to sensitive data [3, 23, 54] and
propose permission models with more contextualized permissions and on a more granular level [60, 64, 65].
Studies also suggest automating decision-making in security [34, 35, 52, 69] and increasing users’ awareness of
resource usage [49-51].

2.3 Managing Mobile Security and Privacy

Previous works have looked at ways to enhance permission systems as one of the main tools to address privacy
and security systems. However, permission systems require that users understand and make decisions about the
permissions, but few users actually read the permissions of an app and even fewer understand the impact of
permissions [19, 29]. Users are often surprised by the ability of background applications to collect personal data,
and do not understand the connections between permission types and sensitive resources [26, 63]. Interacting
with mobile security and privacy interfaces is inherently difficult. Mobile users could become desensitized to
future requests and make poor decisions after receiving a significant number of notifications [65].

To prevent users from habituation, researchers conducted studies to reduce the user’s involvement in decision
making. Prior research developed techniques to cluster users [35, 52] and built recommender systems [69]. Liu
et al. subsequently predicted user preferences in future permission requests using inferred user clusters and
developed a privacy assistant to recommend privacy settings to users [34]. Motivated by contextual integrity,
Wijesekera et al. [64] proposed applying machine learning techniques to dynamically grant app permissions, and
Tsai et al. [60] proposed a user interface design for that system. Furthermore, Wijesekera et al. [65] implemented
the system for the Android platform and performed a field study to evaluate the effectiveness of the system.

Mobile privacy and security infrastructure can be improved by employing privacy-by-design approaches.
Crowdsourcing was suggested as a way to evaluate the privacy of mobile app features [7]. Privacy-by-design
approaches were proposed to address the privacy in the design of apps to from an early stage of the development
process [55]. Access Control Gadgets were proposed as a mechanism to associate sensitive resource accesses to
particular user interface elements [49-51]. The mechanism enables users implicitly control access to sensitive
resources and increases the awareness on resource usage.

Several recent papers have suggested ways that leverage social influence and support to help users to manage
mobile security and privacy. Social influence and support have several significant advantages over other methods
in helping older adults to manage mobile security and privacy. Social ties were found to have more impact
in privacy and security advice than authoritative sources [37]. Older adults are more comfortable to receive
help from their close social circle [13, 16]. Even more importantly, the close social circle could have a better
understanding of the preferences of older adults [38]. To this end, prior studies have shown how security behavior
on Facebook can spread through social visibility mechanisms [17], how users seek security advice from others [47],
and how security advice can be selected [48]. Aljallad et al. have designed a prototype which helps individuals
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collaborate with people they know, in order to make decisions regarding app permissions [2]. Rashid et al. have
used crowdsourcing to provide users with online recommendation of permission control [46].

2.4 Research Objectives

To address the challenges facing older adults, we propose a community-based security management approach to
enhance security and privacy decision-making processes. The approach primarily relies on the existing social
contacts of older adults to help them effectively obtain trusted assistance, support, and guidance. Specifically,
an older adult can delegate the privacy and security decisions to a third party in her social circle. For example,
if one does not know if an application behaves in a normal way or if a permission should be granted to an
app, the decision can be delegated to their offspring for an advice or an actual decision. Our approach is more
general in nature than existing technologies. It provides assistance to address a wide range of security and privacy
challenges, rather than focusing on app permissions [2, 46]. We test the feasibility of our approach with the
particular population of older adults. We then quantitatively evaluate how the response accuracy is associated
with the use of our approach, and related to different types of security and privacy challenges. Finally, we test how
combining the help from family members and the crowdsourcing information can result in accurate responses.

3 APPMOD: DELEGATING DECISIONS

To demonstrate our approach for community-based security management, we have designed and implemented
AppMoD, a system that enables delegating security and privacy decisions to other people. Specifically, the
delegation involves a pair of participants, an advisee and an advisor. The advisee first finds a person from her
circle of trust as the advisor via AppMoD. When a security and privacy anomaly arises, AppMoD summarizes
the risk in an informative manner and alerts the advisee. The advisee can ask for a recommendation via AppMoD
by forwarding the informative notification to her advisor. Once the advisor receives the request, she can refer to
the detailed context of each anomaly provided by AppMoD, and suggest action by choosing among predefined
options responding to the anomaly.

We provided three options of actions, i.e., “Kill”, “Uninstall” and “Do nothing”. The options are suggested by
prior studies in intrusion detection for mobile devices (e.g., [53]). Specifically, the action “Kill” allows users to kill
the process(es) of an app - temporarily shutting it down; the action “Uninstall” empowers users to uninstall an
app - permanently shutting it down; the action “Do nothing” indicates that users prefer to do nothing in response
to the anomaly. AppMoD provides options of actions, instead of options of perceptions (i.e., normal/abnormal
behavior), in order to capture the explicit reactions of the users to the anomalies. After the advisee receives the
suggestion, she can choose to accept or reject it.

AppMoD supports two modes of delegating decisions:

Non-crowdsourcing mode. Fig. 1 displays the two major user interfaces of AppMoD in non-crowdsourcing
mode: the interface presented to the advisee (a) and the interface for the advisor (b). Once receiving the alert of
a security and privacy anomaly, the advisee could choose to take her own action or to ask for advice. As soon
as the advisee clicks “Get advice”, the advisor would receive the request and give advice by choosing from the
action options.

Crowdsourcing mode. AppMoD also supports the crowdsourcing ability for community-based security man-
agement. As growing pairs of participants interact via AppMoD, AppMoD continues to collect advisors’ selection
between the predefined options for each specific anomaly in the community. When an advisee encounters
an anomaly that previously occurred in the community, AppMoD provides the statistical information for the
selection of each option. Both advisees and advisors could leverage the information to make decision. Fig. 2
displays the user interface parts of AppMoD with crowdsourcing information: the interface presented to the
advisee (a) and the interface for the advisor (b).
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Fig. 2. User interfaces in crowdsroucing mode with options in response to anomalies.

We present a typical usage scenario of how an advisee and an advisor interact via AppMoD in Fig. 3. The
typical usage scenario consists of five steps. First, the advisee receives the notification of a security and privacy
anomaly of a particular app that happens on her smartphone via AppMoD. Second, the advisee seeks advice for
this anomaly from her advisor (Advice response), instead of taking her own action (Own Action response). Third,
the advisor immediately receives the request, and checks the details about the anomaly via AppMoD. Fourth, the
advisor gives the advice by choosing between a predefined options. Five, the advisee immediately receives the
advice and chooses to follow it, instead of ignoring it and taking her own action.
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Fig. 3. A usage scenario of AppMoD.

4 METHODOLOGY
4.1 Recruitment and Incentives

We recruited paired participants in two age groups: (1) advisors: participants between the ages 18 and 40, and (2)
advisees: participants above the age of 50. We sent emails to our contacts in each school of Singapore Management
University (SMU), and asked their help to disseminate our user study within the university. All participants were
at least 18 years old and located in Singapore. Each Participant was paid 40-60 Singapore dollars for completing
the user study. The user study was approved by SMU IRB. Participants were instructed about how our app works
and how to use our app (e.g., the difference between the options “Kill” and “Uninstall”), and informed that all the
notifications are simulated and harmless. The participants above the age of 50 could be the friends and relatives
of the students who met the requirements (e.g., parents and grandparents). The participants agreed on our online
informed consent form before the user study. The consent form indicates that they are entirely voluntary and
they participate in our user study in a paired form.

We recruited a total of 50 pairs of participants (34 unique). Specifically, 18 pairs of participants took part in
study 1 (batch 1, 67% of the advisors perceived themselves as being proficient in mobile security), 16 pairs in
study 2 (batch 2, 75% of the advisors perceived themselves as being proficient in mobile security), and 16 pairs in
study 3 (batch 3). Note that the 16 pairs of participants in study 3 were invited from the 18 pairs from study 1.
We surveyed the advisors about their proficiency in mobile security by providing a statement: I am proficient in
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mobile security. We asked them to respond on a 5-point Likert scale (strongly disagree, disagree, neutral, agree,
strongly agree) to this statement. We regard those who selected strongly agree and agree as proficient users in
mobile security.

4.2  Experimental Setup

To test user responses, we have compiled four sets of anomalous and normal behaviors of 23 Android apps (A1,
A2, A3 and A4). We selected apps based on their popularity on Google Play. The apps fall into five categories and
access various sensitive resources. We carefully reviewed the declared permissions of those apps and compiled
anomalous and normal behaviors for each app accordingly. Please refer to Appendix A for the detail of the
anomaly notifications. Furthermore, we confirmed the true/false positiveness and appropriate response for each
notification with security experts. Specifically, “Kill” or “Uninstall” is the accurate response to a real anomaly;
meanwhile, “Do nothing” is the accurate response for a false-positive anomaly.

The anomaly notifications are categorized into difficulty levels, i.e., “Hard”, “Medium”, and “Easy”, based on
how difficult it is for a regular Android user to determine whether an anomaly is true or false positive. The nature
of the target app and the resource accessed affects the difficulty of an anomaly. The first author made an initial
difficulty categorization; to reduce subjectivity from the categorization, the second and third authors performed a
reassessment before determining the final categorization.

To capture participants’ responses when making security and privacy decisions at the moment anomalies
are occurring, we use the Experience Sampling Method (ESM) [31]. ESM has been used in a number of studies
on mobile devices [11, 61]. It refers to a method for collecting data from a participant in the natural context
of everyday life. In an ESM study, participants are reminded randomly during fixed windows of time. During
each of our user studies, we sent out the simulated notifications to our participants via AppMoD. We followed a
random process to pick notifications from a set of the anomaly notifications (i.e., A1, A2, A3 or A4 as listed in
Appendix A) until each anomaly notification in the set has been responded by each pair of participants at least
once. Once at least one response for each anomaly was collected, we stopped sending out notification to avoid
annoyance due to unnecessary repetition. Due to the random process, each pair of participants might receive a
particular anomaly notification multiple times. We indicate the set of responses that a pair of participants made
to an anomaly notification for the first time as “first time” responses, which are part of “all” responses from that
pair. The number of “first time” responses received for all participants is equal to the number of participants x
the size of an anomaly notification set (i.e., 10). In total, we sent 1,422 notifications and received 1,370 responses
from advisees and advisors. The response rate is 96.3%. Out of the 52 non-responded notifications, 14 correspond
to requests for advice that did not get answered.

This work revolves around the following research questions:

e ROQ1. Does delegation of security and privacy decisions achieve better performance in terms of mitigating
security risks for older adults?
If so, delegation could protect older adults against security breaches from untrusted or potentially malicious
apps, and reduce the burden of making decisions for older adults when using mobile phones.

e RQ2. Does crowdsourcing help achieve better decisions in terms of mitigating security risks?
If so, crowdsourcing information of security and privacy decisions should be collected and provided to
users while making decisions.

e RQ3. Can older adults acquire security-related knowledge in the delegation process and achieve better
accuracy in responses to anomalies?
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4.3 Measures

Our analysis is based on several measures that were used throughout the three user studies. On the basis of
AppMoD’s delegation system, we first portray the advisee’s behavior in terms of whether they have decided to
take their own action (Own Action response) or to ask for advice (Advice response). To figure out the preference
of the participants between taking their own action and seeking advice, we measure the Own Action ratio and
Adbvice ratio of a set of responses.

To measure the extent to which participants make correct responses, we define the response accuracy of a
set of responses as the percentage of correct responses among that set of responses. “Kill” or “Uninstall” is the
correct response for a real anomaly, and “Do nothing” is the correct response for a false-positive anomaly. The
true/false-positive label of an anomaly is determined by security experts beforehand.

4.4 Study 1: Assessing Delegation

Simulated Notification. For each pair of participants , AppMoD randomly picked one anomaly in Al and sent
the corresponding notification on an hourly basis from 8am to 6pm during one week until all the 10 anomalies
in Al were covered. For study 1, we use the non-crowdsourcing mode of AppMoD. In total, we have sent 576
anomaly notifications via AppMoD and received 554 responses across 10 distinct anomalies in A1 (Median: 56,
Min: 25, Max: 106, SD: 23.6). Note that we provided detailed context for each anomaly to advisors. Specifically,
advisors could review the detailed context by clicking on the “Details of the anomaly” button as shown in Fig.
1(b) and Fig. 2(b). For instance, for the anomaly “Whatsapp is accessing the contacts of your device”, the detailed
context we provided is “This is to allow users to search for their friends and send them messages from inside
Whatsapp”.

Data Analysis. To answer RQ1, we evaluated the effect of delegation by computing the following measures for
“all” and “first-time” responses: (1) Own Action and Advice ratios, and (2) accuracy of Advice and Own Action
responses, respectively.

4.5 Study 2: Assessing Crowdsourcing

Crowdsourcing Information. We leveraged the crowdsourcing mode of AppMoD in study 2. Specifically, we
collected the selection percentages of each option for each anomaly from proficient advisors (based on self-
reported data) in study 1. The details of the selection percentages are shown in Table 1. In the crowdsourcing
mode, AppMoD supplemented action options for each anomaly with crowdsourcing information as selection
percentages.

Advisees and advisors both can refer to the crowdsourcing information for making decisions. The user interfaces
with crowdsourcing information for advisees and advisors are presented in Fig. 2.
Simulated Notification. For each pair of participants, AppMoD randomly picked and sent one anomaly A1 or
A2 on an hourly basis from 10am to 3pm during one week until all 10 anomalies in A1 and all 10 anomalies in A2
have been responded at least once. Note that for anomalies in A1, crowdsourcing mode was used; for anomalies
in A2, non-crowdsourcing mode was used. In total, we have sent 221 anomaly notifications and received 214
responses across 10 distinct anomalies in A1 (Median: 19.5, Min: 17, Max: 34, SD: 5.0). Additionally, we have sent
342 anomaly notifications and received 327 responses across 10 distinct anomalies in A2 (Median: 31.5, Min: 18,
Max: 58, SD: 13.2).
Data Analysis. In pursuit of answering RQ2, we evaluated the effect of crowdsourcing information by computing
the following measures for the responses to anomalies in Al: (1) Own Action and Advice ratios for “all” responses;
(2) accuracy for “all” Own Action and Advice responses.

Notifications per anomaly
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Table 1. Option selection percentages from proficient advisors in study 1. The most frequently selected options for anomalies
are marked in bold.

Anomaly (A1) Uninstall Kill Do nothing
Candy Crush is reading your contacts and sending it to www.hackme.com. ~ 89% 11% 0%
Clock is accessing your geolocation and sending it out. 40% 50% 10%
Facebook is accessing the location of your device. 36% 24%  40%
Gmail is modifying the calendar events of your device. 58% 17%  25%
Gmail is sending emails to everyone in your address book. 46% 51% 3%
Instagram is accessing the camera of your device. 22% 0% 78%
Sudoku is reading your sim card info and sending it to www.abnormal.com. ~ 73% 27% 0%
Whatsapp is accessing the contacts of your device. 39% 6% 56%
Whatsapp is making phone calls to 61234567 (unknown). 50% 50% 0%
YouTube is accessing the microphone of your device. 10% 40%  50%

4.6 Study 3: Assessing Learning Effects

Returned Participants. To evaluate the learning effect, participants from study 1 were asked to return and
engage in study 3. To eliminate the noise induced by simple memorization of prior responses, we provided brand
new anomalies (A3 and A4 as shown in Appendix A) to our participants. To eliminate other sources of noise,
the new anomalies retain some features of the anomalies in A1, e.g., app popularity, difficult level, and resource
accessed. The 10 anomalies in A3 are derived from 7 subject apps from the free apps with comparable downloads
that falls into the same 5 categories as Al. The apps access the same sensitive resources, with same difficulty level
and true/false positiveness as the corresponding anomalies in Al. In comparison with A3, the 10 anomalies in A4
come from the same 7 apps but access different sensitive resources and with opposite true/false positiveness.
Simulated Notification. For each pair of participants, AppMoD in non-crowdsourcing mode randomly picked
and sent one anomaly notification in A3 and A4 on an hourly basis from 10am to 3pm during one week until
all 10 anomalies in A3 and all 10 anomalies in A4 were covered. In total, we sent 283 anomaly notifications and
received 275 responses across 10 distinct anomalies in A3 (Median: 27.5, Min: 20, Max: 36, SD: 4.1). Additionally,
we sent 269 anomaly notifications and received 260 responses across 10 distinct anomalies in A4 (Median: 26,
Min: 19, Max: 40, SD: 6.2).

Data Analysis. In order to answer RQ3, we computed accuracy for “all” the responses to anomalies in A3 and
A4. We then compared the computed accuracy with the corresponding measure in study one. Furthermore, we
evaluated the effect of resource accessed on response accuracy, by comparing the response accuracy of anomalies
in A3 with the response accuracy of anomalies in A4.

5 RESULTS

In this section, we present the results of our user studies and answers to the research questions.

5.1 RQ1. Delegation

5.1.1 Accuracy of Responses. Out of all the 554 responses, the overall response accuracy is 66.1%. Out of the 278
Advice responses, the correct responses account for 69.4%. Among the 276 Own Action responses, the correct
responses account for 62.7%. Generally, participants who seek advice achieve a higher accuracy. We plot the
accuracies of Advice/Own Action responses across anomalies in Al as shown in Fig. 4: the accuracies of Advice
responses vary from 23.8% to 96.3% across distinct anomalies (mean: 67.4%, median: 71.0%); the accuracies of Own
Action responses vary from 18.8% to 94.4% across distinct anomalies (mean: 62.0%, median: 62.5%). To analyze
the significance of this improvement, we performed a Wilcoxon signed-rank test [66] between the accuracies of
Own Action responses and those of Advice responses across anomalies, and observed a significant difference (p =
0.005859, p < 0.05). We further analyze the accuracy by looking at the effect size between the accuracies of Own
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Fig. 4. Accuracies of Own Action and Advice responses to anomalies in study 1.

Action and those of Advice responses. The effect size, as measured using Cliff’s delta, is 0.16, which corresponds
to a small but non-negligible difference.

We then explore the accuracy for the 180 first-time responses. The accuracy of first-time responses is 64.4%.
Out of the 102 first-time Advice responses, the correct responses account for 73.5%. Among the 78 first-time
Own Action responses, the correct responses account for 52.6%. Generally, participants who seek advice for the
first-time response achieve a higher accuracy. We plot the accuracies of first-time responses across anomalies
in A1 as shown in Fig. 4: the accuracies of first-time Advice responses vary from 33.3% to 100% across distinct
anomalies (mean: 73.7%, median: 77.8%); the accuracies of first-time Own Action responses vary from 14.3% to
100% across distinct anomalies (mean: 50.8%, median: 47.2%). To analyze the significance of this difference, we
performed a Wilcoxon signed-rank test between the accuracies of first-time Own Action and those of first-time
Advice responses across anomalies, and observed a significant difference (p = 0.009152, p < 0.05). We further
analyze the accuracy by looking at the effect size between the accuracies of first-time Own Action and those of
first-time Advice responses. The effect size, as measured using Cliff’s delta, is 0.42, which indicates a medium
difference.

5.1.2  Delegation Preference. Out of all the 554 responses, we have 50.2% responses that seek advice from advisors
and 49.8% responses that performed the action independently. The Advice ratios vary from 43.8% to 56.8% across
distinct anomalies in A1. For the 180 first-time responses, we have 56.7% responses that seek advice from advisors
and 43.3% responses that take own action. The Advice ratios vary from 44.4% to 72.2% across distinct anomalies
in Al.

Generally, the Advice ratio decreases since the first-time response for each anomaly occurred as shown in Fig.
5. This may be because our advisee participants tended to take their own action after receiving advice from their
advisors. Conversely, for the two anomalies “Gmail is modifying the calendar events of your device.” and “Candy
Crush is reading your contacts and sending it to www.hackme.com.”, our participant tended to seek more advice
after receiving advice from their advisors.

The accuracy of first-time Advice responses is 1.4x higher in comparison with first-time Own Action responses.

Participants tend to seek advice at the beginning: Own Action responses increase and Advice responses decrease as
user study proceeds.
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Fig. 5. Advice ratios of first-time and after first-time responses across various anomalies. A1-i denotes the ith anomaly in the
list of anomalies A1.
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Fig. 6. Accuracies of all responses with and without crowdsourcing (cs) information per anomaly.

5.2 Crowdsourcing

5.2.1 Accuracy of Responses. The overall accuracy of the received 214 responses with crowdsourcing information
is 79.9%, which is higher than the accuracy 66.1% of the responses without crowdsourcing information. We plot
the overall accuracy of responses with/without crowdsourcing information across anomalies in Al as shown in
Fig. 6. The accuracy of responses varies from 57.9% to 100% across distinct anomalies (mean: 78.7%, median: 78.5%)
for responses with crowdsourcing information, which are higher than those of responses without crowdsourcing
information (min: 21.6%, max: 95.0%, mean: 64.6%, median: 66.4%). Crowdsourcing information improves the
accuracy of responses across distinct anomalies. To analyze the significance of this improvement, we performed a
Wilcoxon Signed-rank test between the accuracy of responses with and without crowdsourcing information, and
observed a significant difference (p = 0.001953, p < 0.05) in response accuracy between the two group. We further
analyzed the accuracy by looking at the effect size between the accuracy of the responses with and without
crowdsourcing information. The effect size, as measured using Cliff’s delta, is 0.41, which indicates a medium
improvement.

We further explore how crowdsourcing information affects the accuracy of Own Action and Advice responses
respectively. The overall accuracy of Own Action responses with crowdsourcing information is 76.8%, which
is higher than that of Own Action responses without crowdsourcing information (62.7%). The overall accuracy
of Advice responses with crowdsourcing information is 85.5%, which is higher than that of Advice responses
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Fig. 7. Accuracies of Own Action/Advice responses with and without crowdsourcing (cs) information per anomaly.

without crowdsourcing information (69.4%). We plot the overall accuracies of Own Action and Advice responses
with/without crowdsourcing information across anomalies in A1 as shown in Fig. 7. We made the following
observations:

(1) With crowdsourcing information, both advisees and advisors achieve higher accuracies across distinct
anomalies;

(2) With crowdsourcing information, advisees achieve higher accuracies than advisors without crowdsourcing
information in response to identical anomalies;

(3) With crowdsourcing information, the median of accuracies across distinct anomalies for advisors becomes
93.8%. Interestingly, if the advisors were to simply follow the most popular option for each decision in
the crowdsourcing information, we would observe a drop in accuracy down to 90%, as following the most
popular options favors one incorrect choice across the 10 decisions.

To analyze the significance of the improvements, we performed a Wilcoxon Signed-rank test between the accu-
racies of Own Action/Advice responses with and without crowdsourcing information, and observed a significant
difference (p = 0.001953/0.003906, p < 0.05) in response accuracy between the groups with and without crowd-
sourcing information. We further analyze the accuracies by looking at the effect sizes between the accuracies of
Own Action/Advice responses with and without crowdsourcing information. The effect sizes, as measured using
Cliff’s delta is, 0.37/0.52, which indicates a medium difference for Own Action responses and a large difference for
Advice responses.

5.2.2 Delegation Preference. Out of the 214 responses, we have 35.5% responses that seek advice from advisors
and 64.5% responses that take own action. The advice ratios vary from 20.6% to 50% across distinct anomalies
in Al. Out of the 160 first-time responses, we have 36.9% responses that seek advice from advisors and 63.1%
responses that take own action. The advice ratios vary from 18.8% to 50% across distinct anomalies in Al.

We further evaluate how crowdsourcing information affects the delegation preference. We consider the first-
time responses and compare the Advice ratios for the notifications with and without crowdsourcing information
as shown in Fig. 8. The Advice ratios dramatically decreased when we provided notifications with crowdsourcing
information except for one anomaly “Clock is accessing your geolocation and sending it out”, which obtains an
identical Advice ratio when providing crowdsourcing information. We further analyze the significance of the
decrease in Advice ratios by performing a Wilcoxon signed-rank test. We observe a significant difference in
Advice ratios between the first-time responses with and without crowdsourcing information (p = 0.009152, p <
0.05). We further look at the effect size between the Advice ratios of the first-time responses with and without
crowdsourcing information, as measured using Cliff’s delta, is 0.85, which indicates a large difference in response
accuracy between the two group.
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Fig. 8. Advice ratios of first-time responses with and without crowdsourcing (cs) information. A1-i denotes the ith anomaly
in the list of anomalies A1.

Crowdsourcing information significantly improves the accuracy of both advisors and advisees across distinct
anomalies; the accuracy of all repsonses with crowdsourcing information is 1.2x higher in comparison with the
responses without crowdsourcing information.

Advice ratios dramatically decreased when we provided notifications with crowdsourcing information.

5.3 RQ3. Learning Effect

5.3.1 Accuracy of Responses. The overall response accuracy of all received 275 responses to anomalies in A3 is
64.4%; while the overall accuracy of all responses for anomalies in A4 is 57.7%. Both are lower than the accuracy
66.1% of all responses for anomalies in A1 in study 1. We plot the response accuracies across distinct anomalies in
A1, A3 and A4 respectively as shown in Fig. 9: the response accuracies of anomalies in A3 vary from 35.7% to 92.9%
across distinct anomalies (mean: 63.4%, median: 58.8%); the response accuracies of anomalies in A4 vary from 19%
to 90% across distinct anomalies (mean: 56.1%, median: 58.5%); the response accuracies for anomalies in Al vary
from 21.6% to 95% across distinct anomalies (mean: 64.6%,median:66.4%). We do not observe an improvement in
response accuracy of our participants after study 1. To analyze the significance of the differences, we performed
a Wilcoxon Signed-rank test between the response accuracies of anomalies in A1 and A3/A4, and observed
non-significant differences (p = 1/0.4922, p > 0.05) in response accuracy between the two group.

We further investigate whether accessed sensitive resources in anomalies affect the response accuracy. We
consider the same sensitive resources for anomalies in A2 as anomalies in Al. Anomalies that involve the sensitive
resource “Calendar” both achieve the lowest response accuracies across distinct anomalies. We consider additional
sensitive resources for anomalies in A3 as anomalies in Al. The anomaly that involves the new sensitive resource
“Storage” in A3 achieves the lowest accuracies across distinct anomalies.

Participants did not achieve higher accuracy for the anomalies that are arisen by similarly popular apps after
previous user study.

5.4 Other Influences

We check whether the advisors’ proficiency in mobile security affects the accuracy of their responses. We
compared the distributions of response accuracy between two groups of participants, the group with “proficient”
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Fig. 9. Accuracies of responses per anomaly in A1 (study 1), A3 (study 3) and A4 (study 3).

advisors versus the group with “non-proficient” advisors, using Wilcoxon rank-sum test. We notice that the
group with “proficient” advisors has an average accuracy of 70%, 1.2x higher than the group with “non-proficient”
advisors (W = 123.5, p-value = 0.002081). The effect size of Cliff’s delta is 0.5459559, which indicates a large
difference in response accuracy between the two groups. The results suggest that proficient advisors could
significantly benefit the delegation of security and privacy decisions.

In addition, we check whether the difficulty levels of anomalies affect the accuracy of the responses. We
compared the distributions of response accuracy across different difficulty levels, using Wilcoxon rank-sum
test. To minimize the effect of other factors (e.g., crowdsourcing information and learning effect), we used the
responses of anomalies in A1 in study 1 and those in A2 in study 2. We observe that the responses to anomalies
in the “Easy” difficulty level elicit an average accuracy of 91%, 1.5x times higher than those in the “Medium”
and “Hard” difficulty levels (W = 56, p-value = 0.02188). The effect size (Cliff’s delta) is 0.75, which indicates
a large difference in response accuracy between “Easy” and “Not Easy” anomalies. The results show that our
participants’ ability in accurately responding to anomalies in the “Easy” category is statistically significantly and
substantially higher than their ability for the other anomalies (those in the “Medium” and “Hard” categories).

We further checked whether app popularity affect the accuracy of responses. We use the responses of anomalies
in A2 in study 2, and compare the response accuracy of anomalies in A1l in study 1. The anomalies in A2 come
from 8 subject apps that fall into the same 5 categories as Al but with fewer downloads than A1. Each anomaly
in A2 accesses the same sensitive resource and with same difficulty level and true/false positiveness as the
corresponding anomaly in Al to eliminate the effects from other factors. The overall accuracy of responses
to anomalies in A2 is 63.0%, which is lower than the overall accuracy 66.1% for anomalies in A1. We plot the
accuracies of responses across distinct anomalies in A1 (study 1) and A2 (study 2) as shown in Fig. 10: the response
accuracies for anomalies in A2 vary from 25% to 95.1% across distinct anomalies (mean: 60.9%, median: 59.8%);
the response accuracies for anomalies in A1 vary from 21.6% to 95% across distinct anomalies (mean: 64.6%,
median:66.4%). In general, popular apps achieved higher response accuracies across distinct anomalies. To analyze
the significance of the difference due to popularity, we performed a Wilcoxon signed-rank test between the
response accuracies of anomalies in A1 and A2, and observed a non-significant difference (p = 0.375, p > 0.05).
Note that we provide descriptions from Google Play to our participants for less popular apps. the descriptions
may facilitate making correct decisions.
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Fig. 10. Accuracies of responses per anomaly in A1 (arise from more popular apps) and A2 (arise from less popular apps).

6 DISCUSSION
6.1 Implications

Our findings have several implications to the growing literature of design and analysis of privacy and security
mechanisms for older adults. Several recent papers have suggested to use delegation of decisions as a way to
mitigate privacy and security concerns of older adults [20, 22, 45]. While delegation naturally stems from existing
practices of older adults [20], it was not tested in an experimental environment. We obtain multiple findings on
the effects of delegation through three user studies which involved 50 pairs of participants.

Delegation of Security and Privacy Decisions. Delegation of security and privacy decisions had signifi-
cantly helped our participants achieve 1.4x higher accuracy in making security and privacy decisions (RQ1). This
effect is stronger at the first encounters with anomalies. The delegation ratio at the first encounters with anomalies
is 56.7%. As suggested in [20] and [42], delegation of privacy and security management occurs frequently among
older adults. Our result is consistent with previous findings. Our proposed approach explored the possibility
to facilitate the delegation process online. After the first-time delegation of a particular anomaly, our advisee
participants are more likely to make their own action when the same anomaly is encountered. We can think of
several possible explanations, either originating from some learning effect or fatigue related to technology use.

Delegation with Crowdsourcing. The decisions with crowdsourcing information achieve 1.2x higher accu-
racy in comparison with the choices without crowdsourcing information (RQ2). Crowdsourcing significantly
improved the accuracy of security and privacy decisions for our participants. The improvement in accuracy
equally appears in Advice responses (1.2x) and Own Action responses (1.2x). Researchers have proposed various
crowdsourcing models and systems to recommend security and privacy preferences for users [1, 24, 35]. However,
the one-size-fits-all solutions could be insufficient to accurately capture users’ diverse preference. Furthermore,
those proposed crowdsourcing approaches may suffer from data sparsity and the cold-start problem in real-world
scenarios. Our proposed approach combines delegation of decisions with crowdsourcing. The combination lever-
ages delegation to prevent the potential issues of crowdsourcing. Meanwhile, the availability of crowdsourcing
information encourages advisees to take their own action. Ideally, crowdsourcing would have two positive effects:
(1) improving the accuracy of the advice, and (2) reducing the burden on the advisors. However, our findings also
imply that crowdsourcing cannot wholly replace social help. Although crowdsourcing improves the advice, the
best accuracy is elicited when social support and crowdsourcing worked together. Thus, advisors might be more
useful in the cases in which a more nuanced approach to security and privacy is needed, e.g., deciding on an
app’s permission request.

Learning through Delegation. We were not successful in showing a learning effect in the process of decision
delegation (RQ3). Specifically, the participants did not achieve higher response accuracy when they encountered
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similar security and privacy anomalies that had never appeared. We found that older adults lack a nuanced
understanding of mobile security and privacy, leaving them especially vulnerable to security and privacy violation.
Our findings adhere to prior work [20]. The particular concerns and misconceptions of older adults should be
addressed through customized training and educational efforts for older adults. While our studies have shown
that the behavior of advisees changed over time, we believe that further experiments are needed to establish or
rule out learning effect through delegation. Our findings also suggest that assistance technologies need to be
designed differently to foster better learning by advisees.

Technology Design in Mobile Security and Privacy. Our main findings highlight the potential, as well as
the challenges, of designing support-based technologies in mobile security and privacy. First, our results point to
the potential of designing systems that include support built around existing social ties. As our findings show,
delegation to family members had improved the performance of the participants, with or without crowdsourcing.
While our results were generated in the context of anomaly detection, we believe that these results can be
generalized to other fields of security and privacy, as well as to other mobile application domains. Many systems,
in various fields, can be improved by adding social support into user interaction that require difficult decisions
and monitoring to be carried out. The design of AppMoD points to the way crowdsourcing can be effectively
embedded in mobile applications. The use of crowdsourcing for mobile security and privacy is becoming central
in mobile applications [7, 24, 33]. However, the way in which crowdsourcing can be effectively leveraged by
end-users is not always clear. Our findings show that one impactful use of crowdsourcing was achieved when
social support and crowdsourcing worked together. This social-crowdsourcing mechanism can be generalized to
various ubiquitous and mobile applications, shaping the way in which crowdsourcing could be used. AppMoD
is an example and an exploratory system that uses the social-crowdsourcing mechanism. Via AppMoD, the
close social network of the user interprets and monitors the mobile apps, in collaboration with crowdsourcing
information, helping the end-users to better understand the apps and make security and privacy decisions.

6.2 Limitations and Future Work

Our work has several limitations that should be taken into account when analyzing its external validity and the
impact of our findings.

Our study is based on anomaly detection. While recognizing anomalies is a critical ability, and malware is a
severe threat to mobile platforms, the readers should be aware that other privacy and security behaviors might
have other delegation characteristics. We rely on a small sample of mostly college students (as advisors), which
are probably more technically savvy than the general population. Deploying similar technology in the general
population might yield diminishing results. However, we believe that feedback loops can help even less technical
advisors learn and get better with time. Our studies occurred in a single country. Future studies should help us
understand the effect of culture, family ties, and other factors in delegating security and privacy decisions.

To collect a sufficient amount of responses in a controlled environment, we sent simulated anomaly notifications
in our user studies and our participants were informed of the simulated settings. However, in a real life setting, it
is possible that advisees may be unwilling to share information with their advisors, especially when working
with personal data. Future work can develop privacy preserving mechanisms to facilitate the process of decision
delegation.

While this study focused on providing a technical contribution, the way we have designed and tested our
technology has deep cultural implications. Different cultures have different ways of interacting with the elderly
[27]. In cultures with strong personal growth measures for the elderly, the motivation might be stronger to learn
new technologies and to create stronger self-efficacy in computer security and privacy. As the same time, in
cultures with closer interpersonal and familial ties, the motivation of advisors to provide support and assistance
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can be stronger. Delegation technologies pose interesting and important challenges to elderly care: who are the
people that can assist? How can they help?

The analysis of the effect of perceived proficiency is based on self-reported data. Although it is true that
self-reported data may suffer from alleged problems, the study [12] reports that there is no strong evidence
to conclude that self-reported data is inherently flawed or its use will always impede the ability to interpret
correlations. A follow-on study can test the relationship between perceived proficiency and actual proficiency of
users in mobile security. In addition, future work could measure whether application familiarity affects users’
security and privacy decisions. The familiarity with one app might change how comfortable a user is in making
security and privacy decisions due to their experience with that app and the relative time that they have had
with it.

Delegating security and privacy decisions opens up new research questions that could be the subject of future
studies. Testing and designing AppMoD raises new technical challenges. Users might not even know that they
need help at a particular moment because they are not aware of the inner workings of the phone. Therefore,
developing technologies to recognize supportable moments can automatically streamline delegation technologies
and make it more usable. While our findings reveal some of the opportunities of delegation, it may also carry
some risks. For example, delegating decisions might disclose personal and sensitive information to third parties.
Furthermore, transferring decisions away from older adults might reduce their autonomy and sense of agency.
Theories in fields such as education [32] can help guide the design of technologies that create and transform
networks of influence, learning, and support. We observed 5 cases where a participant requested an advice but
eventually rejected the suggestion. Future studies can conduct a comparative analysis to answer the question:
what is the effect of accepting or rejecting a suggestion?

7 CONCLUSION

In this paper, we propose a community-based security management approach named AppMoD, which allows
delegating security and privacy decisions on mobile platforms to trusted social connections. The approach differs
from other support-based security and privacy [24, 33], as it is geared towards immediate help loops from close
social circles, such as family and friends. AppMoD was implemented to in advocating for using mobile technology
as an accessible and usable platform for improving the self-efficacy of older adults, and to foster collective
responsibility in their social circles for the technological well-being. While we implemented AppMoD with older
adults in mind, but it can generalize to any situation in which help and assistance is required from people with
high commitment. Other populations, such as young children, could also benefit from this technology.
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A ANOMALIES IN USER STUDIES

Table 2. Overview of anomalies in user studies.

Category App Installs  Anomaly Resource f:?‘:;ulty True Positive?

Al-1 Communication Gmail 1,000M+  Gmail is modifying the calendar events of your device. ~ Calendar Medium No

Al-2 Communication Gmail 1,000M+ bG:;?:l is sending emails to everyone in your address Contacts Hard Yes

A1-3 Communication Whatsapp 1,000M+  Whatsapp is accessing the contacts of your device. Contacts Medium No

Al-4 Communication Whatsapp 1,000M+ g}l;?;;a;pp is making phone calls to 61234567 (un- Calls Medium Yes

Al-5 Games/Board Sudoku 10M+ Sudoku is reading your sim card info and sending it to Phone Status ~ Easy Yes
www.abnormal.com.

Al-6 Games/Casual Candy Crush 500M+ Candy Crush is reading your contacts and sending it Contacts Easy Yes
to www.hackme.com.

A1-7 Social Facebook 1,000M+  Facebook is accessing the location of your device. Location Hard No

A1-8 Social Instagram 1,000M+  Instagram is accessing the camera of your device. Camera Medium No

A1-9 Tools Clock 100M+ Clock is accessing your geolocation and sending itout. ~ Location Hard Yes

A1-10 ]\E/(li(ii(e;SPIayers & YouTube 1,000M+  YouTube is accessing the microphone of your device. Microphone Medium No

A2-1 Communication Microsoft Outlook 100M+ MlcrOSOf.t Outlook is modifying the calendar events of Calendar Medium No
your device.

A2-2 Communication Microsoft Outlook 100M+ Microsoft Outlook is sending emails to everyone in Contacts Hard Yes
your address book.

A2-3 Communication Line 10M+ Line is accessing the contacts of your device. Contacts Medium No

A2-4 Communication Line 10M+ Line is making phone calls to 61234567 (unknown). Calls Medium Yes

A2-5 Games/Board Mahjong Titans 500K+ Ma}'f)ong Titans is reading your sim card info and send- Phone Status ~ Easy Yes
ing it to www.abnormal.com.

A2-6 Games/Casual Bubble Shooter 50M+ ?vubble Shooter is reading your contacts and sending Contacts Easy Yes
it to www.hackme.com.

A2-7 Social Linkedin 100M+ Linkedin is accessing the location of your device. Location Hard No

A2-8 Social Tumblr 100M+ Tumblr is accessing the camera of your device. Camera Medium No

A2-9 Tools Compass Galaxy 1M+ Compass- Galaxy is accessing your geolocation and Location Hard Yes
sending it out.

A2-10 g;?:SSPlayers & VLC 100M+ VLC is accessing the microphone of your device. Microphone Medium No

A3-1 Communication Messenger 1,000M+  Messenger is reading calendar events on your device. ~ Calendar Medium No

A3-2 Communication Messenger 1,000M+ Messenger is sending SMS messages to everyone in Contacts Hard Yes
your address book.

A3-3 Communication Skype 1,000M+  Skype is accessing the contacts of your device. Contacts Medium No

A3-4 Communication Skype 1,000M+  Skype is making phone calls to 97752222 (unknown). Calls Medium Yes

A3-5 Games/Board Happy Color 10M+ Happy Color is reading your sim card info and sending Phone Status ~ Easy Yes
it to www.hackme.com.

A3-6 Games/Casual My Talking Tom 500M+ N_IY Talking Tf)m 1s accessing the contacts of your de- Contacts Easy Yes
vice and sending it to www.abnormal.com.

A3-7 Social Google+ 1,000M+  Google+ is accessing your geolocation of your device. ~ Location Hard No

A3-8 Social Google+ 1,000M+  Google+ is accessing the camera of your device. Camera Medium No

A3-9 Tools AVG AntiVirus 100M+ AVG Ant{Vm.Js is accessing the location of your device Location Hard Yes
and sending it to www.abnormal.com.

A3-10 anieo Players &  Google Play Movies & L000M+ Google Play. Movies & TV is accessing the microphone Microphone Medium No

Editors TV of your device.
- Messenger is reading contacts of your device and send- .

A4-1 Communication Messenger 1,000M+ ing it out Contacts Medium Yes

A4-2 Communication Messenger 1,000M+  Messenger is reading text messages of your device. SMS Hard No

A4-3 Communication Skype 1,000M+ il;};gfn;s sending SMS messages to 97752222 (un- SMS Medium Yes

Ad-4 Communication Skype 1,000M+  Skype is accessing the location of your device. Location Medium No

Ad-5 Games/Board Happy Color 10M+ fi{ea\}’i}c)z Color is viewing network connections of your Network Easy No

Ad-6 Games/Casual My Talking Tom 500M+ gﬁii"{‘zlkmg Tom is accessing the microphone of your Microphone Easy No

Ad7 Social Google+ 1000M+ Goog.le+-1s accessing the contacts of your device and Contacts Hard Yes
sending it to www.abnormal.com.

A4-8 Social Google+ 1,000M+ Google+ is reading your sim card info and sending it Phone Status ~ Medium Yes
to www.hackme.com.

A4-9 Tools AVG AntiVirus 100M+ AVG AnthlFus is deleting the contents of the storage Storage Hard No
on your device.

A4-10 Video Players &  Google Play Movies & 1000M+ Google Play Movies & TV is reading your sim card Phone Status  Medium Yes

Editors

TV

info and sending it to www.hackme.com.
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